[bookmark: _gjdgxs]Data Protection Impact Assessment Form (DPIA)

[bookmark: _30j0zll]When you have identified that a DPIA is necessary, you should start to complete this document.  You should start to complete this form at the beginning of the project planning stage, and before you have made any commitment to go ahead with the project. 
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1: Outline the Project & need for a DPIA

Explain what the project involves, the project aims, including the benefits to the organisation, to individuals and to other parties.  Provide links to any relevant documents related to the project, e.g. a project proposal. Summarise why the need for a DPIA was identified (draw on your answers to the screening questions).


	
For example;

The project involves [X] organisation sharing personal data about [X individuals] with the organisation, will also share personal data about [X individuals] with [X] organisation. The overarching purpose of the sharing is [XYZ]. The benefits of the share [to organisation/the external organisation/the wider public etc] are [XYZ].

The relationship between the organisation and [X organisation] is (e.g. The organisation are providing contracted services to X organisation [or vice versa] and [explain the role each party is playing and their responsibilities e.g. x organisation is delivering an IT system or the organisation is providing research services].

The sharing of personal is due to take place [X project milestone] because [XYZ]. 














	
2: Please explain below the type of personal data being processed under this project and detail the justification for processing this data.

Explain the individuals or types of individuals to whom the personal data relates, the categories of personal data (e.g. names, dates of birth etc) and the reason why the personal data must be processed for your project or initiative. Please specify if your project involves the processing of sensitive personal data.

	















	
3: Please set out the relevant lawful basis relied upon to process personal data under this project.


	
The lawful bases for processing are set out in Article 6 of the GDPR. At least one of these must apply whenever you process personal data:           

(a) Consent: the individual has given clear consent for you to process their personal data for a specific purpose.

(b) Contract: the processing is necessary for a contract you have with the individual, or because they have asked you to take specific steps before entering into a contract.

(c) Legal obligation: the processing is necessary for you to comply with the law (not including contractual obligations).

(d) Vital interests: the processing is necessary to protect someone’s life.

(e) Public task: the processing is necessary for you to perform a task in the public interest or for your official functions, and the task or function has a clear basis in law.

(f) Legitimate interests: the processing is necessary for your legitimate interests or the legitimate interests of a third party unless there is a good reason to protect the individual’s personal data which overrides those legitimate interests. (This cannot apply if you are a public authority processing data to perform your official tasks.)














	
4: Describe the information flows

Describe the collection, use and deletion of personal data.  It may be useful to include a flow diagram or other way of explaining data flows. Include information about the volume of data involved, or number of individuals likely to be affected by the project.


	
Please outline here the stages at which the parties will collect personal data, transfer personal data and destroy personal data. Please describe the methods of collection, transfer and deletion of the personal data.


















	
5. Consultation requirements

Explain the practical steps you will take to ensure that you identify and address privacy risks. This should include: who you will consult internally and externally; and how will you carry out the consultation.  Link this to the relevant stages of your project management process.  You can use consultation at any stage of the DPIA process.


	

E.g;

Legal for DPA assessment and review of Information Sharing Agreement
Information Security to agree requisite information security measures
Procurement team/Research and Ethics approval/Project Manager etc.



















	
6: Identify privacy and related risks

Identify the key privacy risks and the associated compliance and corporate risks. 
Larger-scale DPIAs might record this information on a more formal risk register.

A privacy issue involves a risk of breaching the GDPR. 
Examples of privacy issue are provided below for guidance only. Please review if applicable and include any other relevant privacy issues.

	Privacy issue
	Risk to individuals
	Compliance risk
	Associated organisation / corporate risk

	For example;

1. Risk that the security of the data is compromised 





2. Risk of unauthorised access to the data whilst in the University




3. Risk that the individuals would object to the processing if informed 




4. Risk that the accuracy of the data is not maintained 





5. Risk that personal data is retained for longer than is necessary




















	

Risk that sensitive personal data is lost or stolen or destroyed causing distress or damage to the data subjects



Risk that sensitive personal data is accessed by persons without authority causing distress or damage to the data subjects.



Risk of damage or distress to individuals without their consent or knowledge that their personal data could be processed in this manner.


Risk of damage or distress to individuals that their personal data is processed without their knowledge.



Risk that individual’s data is held for longer than is required and that security and other organisational methods applied to the personal data lapse

	

Risk that the GDPR is breached (Specify exact principal)






Risk that the GDPR is breached (Specify exact principal)





Risk that the GDPR is breached (Specify exact principal)







Risk that the GDPR is breached (Specify exact principal)





Risk that the GDPR is breached (Specify exact principal)

	
Risk of reputational damage to the organisation and enforcement action brought against the organisation by the [Your Data Protection Agency]. Risk to delivery of research objectives. Risk of complaints or litigation from affected individuals.


As above






As above






As above.





As above















	7: Identify privacy solutions

Describe the actions you could take to reduce the risks, and any necessary future steps (eg production of new guidance; security testing for systems). If personal data is to be transferred outside of the EEA, please ensure you include the solutions below for reducing any privacy risks associated with that transfer.

Below are examples of the solutions which could be implemented.

	Risk
	 Solution(s)
	Result: is the risk eliminated, reduced, or accepted?
	Evaluation: is the final impact on individuals after implementing each solution a justified, compliant and proportionate response to the aims of the project?

	Risk 1 (table above)



Risk 2 (table above)








Risk 3 (table above)







Risk 4 above






Risk 5 (see table above)




	Encryption measures are used
External body provides sufficient information security

E.g. Access to data is restricted to nominated individuals.  IT controls to restrict access to systems storing personal data. Stored in locked cabinets in secure rooms.


E.g. The organisation’s publicly available data protection policy informs individuals that personal data may be used in this way.




E.g. data is stored in a secure environment (see risk 6 below). Accuracy will be reviewed periodically.




Appropriate retention periods have been agreed









	























	

























 



 










	
8: Integrate the DPIA outcomes back into the project plan  

Who is responsible for integrating the DPIA outcomes back into the project plan and updating any project management paperwork?  
Who is responsible for implementing the solutions that have been approved? 
Who is the contact for any privacy concerns that may arise in the future?

	Action to be taken
	Date for completion of actions
	Responsibility for action

	




	
	



	Contact point for future privacy concerns 

	




	
9: Sign off and record the DPIA outcomes 

Who has approved the privacy risks involved in the project? 
What solutions need to be implemented? 


Legal Services and Information Security should be consulted on the completion of the DPIA and you should seek approval from your Head of Team or Deputy Director (who will be the Information Asset Manager for your team).










[bookmark: _3znysh7]
Annex A Guidance: Identifying Risks: Linking the DPIA to the GDPR Principles

Answering these questions during the DPIA process will help to identify risks that the project will fail to comply with the GDPR or other relevant legislation, eg the Human Rights Act.
 
· Processed lawfully, fairly, and in a transparent manner in relation to the data subject;
· Collected for specified, explicit, and legitimate purposes and not further processed in a manner that is incompatible with those purposes; further processing for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes shall not be considered to be incompatible with the initial purposes;
· Adequate, relevant and limited to what is necessary in relation to the purposes for which it is processed;
· Accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that personal data that is inaccurate, having regard to the purposes for which they are processed, is erased or rectified without delay;
· Kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal data is processed; personal data may be stored for longer periods insofar as the personal data will be processed solely for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes subject to implementation of the appropriate technical and organisational measures required by GDPR in order to safeguard the rights and freedoms of the data subject ;

